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Humanization of Electronic Warfare
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Professor at the Faculty of Law Taiz University
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Associate Professor at the Faculty of Law
Aden University
Abstract:

Humanization of electronic warfare is a modern term, such as the modernity of
gualitative transition created by electronic development and the extent it reached in
affecting human life in peace as well as in war. The objectives of the research meet
in the question of theoretical and practical treatment to frame this modern term in
the field of international humanitarian law, then in activating the rules of
international humanitarian law and human rights to include the protection for Man,
during the electronic conflict, showing the concept of electronic war, and the extent
of the sufficiency of the rules of international law to include this type of war.
According to the subject matter of the study, the research moves between the
descriptive approach in presenting the current data of the content, the analytical
approach in deconstructing the presented theoretical perspectives, and the critical
approach in discussion and conclusion.

The research has concluded that the disagreement over the applicability of
international humanitarian law on electronic disputes is still in the beginning and
needs more enrichment to clarify the subject matter and that the absence of the
reference in the international humanitarian law to the direct targeting of persons
and civilian objects and the operations in the Cyberspace, does not mean that the
rules of the international humanitarian law do not cover the methods and
techniques of electronic warfare.

The inclusiveness feature of the international humanitarian law makes it almost
capable to include and understand most of the phenomena of electronic warfare and
its consequences.

The research recommends the necessity of analyzing various elements and
conditions to determine the possibility of applying the current international law on
the electronic disputes, for considering application problems can be by passed
through concluding an international agreement related to electronic warfare.

The need for the collaboration of regional and international efforts in order to
set out an international organization binding for the countries that regulate
international armed disputes in which electronic weapons are used, and it prevents
cyber weapons contrary to the principles of international humanitarian law.

The research recommends paying attention to the conditions set by the Tallinn
Guide, which states “that the dispute parties are committed to consider the effects
of cyber weapons on both the military and civilian personnel.

Keywords: Humanization, Electronic Warfare.
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‘?Y AR & A i ‘2_)3:)3(\ FEARN|] c‘;ALuu}” ‘;‘}ﬂ\ u_,.:\sn ‘?J:\:u_j‘)ﬂ}(\ u);‘\ “)A.Gi dgana e D (5)

AYY La

Y Ga caa sl L (9)

[ £2022 ¢ pekiw ¢(25) sdadl I 548' doludY Sluwhully diga Ul o gladl ddxe ]




®

R

[ o] dams dazeo A6 /o ‘lemlaj A0 9 AUV oyl Ll ]

Ll of G ALYl caasll 3a e Y o) Galay Syl Jall sl IS 13 L waas
O Ly ol ¢ gilall Al el Gl Sey 4ySesally Ainal) figaaall) Aakaif

s Onee sl (Y pald e )il el y6¥ls (el sl el elly
Gaat Al el o ndl puld Gul oSa Y Jally bzl dae 5 s (]
Al ae G Y oasS) Cupl) e Sl el slatV) 1 Glaal by LS cad
e 23 Sla) ol (el pasal O e HLAY) 4l i L ) d8la) ¢ gaulal
Y gl 13a ol cdtlashaall coall o Cigulal) ClSs e G s cilaagdl ) 5L
Mg ) Coal) il g pedla

U e mllaian 5l aseha gl dgng pae DU 128 Claal Ll aiid Al gaall Gag
cleadd) agngll asgie iyl Lol 3 (Y Adlinly saniall aeY) Flae & Laig SN ol
bagsas Ligial o glill i o Jhe sy caaliall (e Lyt cilehill (4 55all alasiuls
ol Al ey byl dasn Bhual ciially L 35dl g duig SN Cilangll copaind Al
Oagnll aelsdl pumis ol ¢ gl Jiaalls Bl 2l 203

ade e Yy Lasaa an Y AuSue Gale¥ aasiul g5l blis ) of Jlaelys
psadl) of e pai (sl U1 ALY JsS5igl cra (£9) Balell iy ebsall o gngl) as0ie
OsS) 3 Y e 138 Oy (aadl aa Laesaglly Aie il Catall Jlacly cilangll 5o besdl)
) yilae g mlue i die m Y ) dmlay ¥ 35 5K agagl)

Ol ks AlSa] Jgansiad (shI 13 ilaal o ) Aal) s3a A Gadl) aliyg
Ulasag daallai Ligen bl coall ol (oo pedd thg S el e byl sl
s pe Al Ay S Qall oo o (Dle] dlaye lhady dgalsally Jlall
pa) Glse sl culs ) eclay) ) Gl g Ll cliid) sas asgy cilaglaal
g AN coall A HLEY) (e ol G5ilEs sasial

4 Galy ddabaa g SN coall ) 5LV g 3 ) sl o) O gy
aiolaag oaclsd (ol AnlSal (yig cpgan 3 Y Wil e pageadll dng L] ad (e
Wy ghilly A I3 okl JS Jad foabaall iy Lapeld) Lpaulil) el e didadl)

Y ol e U Usll JS8 iy sl aindly il JMA e (38 Ay 5SY1 call ()
(o A eladl) yie e o il 5 A sSa e Cilalaie @l i8I JYA e daliall e juall
.W'kua\ﬂ\"\d‘acﬂ@@;&l\}@)ﬂ\

Lfdbd\ sty g ¥l é}ﬂ\ sy Vha ‘&\‘)ﬁu‘,ﬂ;ﬂ BB &\M\ &\)ﬂ\ ad )b c(:\:\l} (T’)
.OY -DNUA‘Y'\\ celalell

6\.@1@;\}41(}})3\4:\;43)3“\}4:\4})&:}“;1);]\ «deu.aeug\ﬁl}_\\/\ua«&u‘)wswu{*\smi(i)
Yo. U“?V'Y\ d“k&‘h C.“e\}SJSm\Am_}ML)J\NLJUU);NM_}EMM

( £2022 ¢ pekiw ¢(25) sdadl I 549' doludY Sluwhully diga Ul o gladl ddxe ]




@&
HESI/J

"uv’/

[ o] dams dazeo A6 /o ‘lemlaj A0 9 AUV oyl Ll ]

Jsl Al Cam e (21 9€9) alad G ldlal galdl JsY) lay) JsSsigp e
DY o Byslans LgisS e aail) Aalu) cludl vie
L) gl O gilaN ALY duig StY) quall podad 1A olady)

ol el 8 g8 ElE dsae Calie¥) s ) eVl 1 lall cady
sliadll aulatil 4,4l Al dnlall aelsall lacls "Cyberspace is not a law-free zone"
Sl Cadalls (Bl 138 cens cBipaal) cililiadl) o lghuls (Ka il ¢ g3 5y

LY ol Cordula Droege jeal) culaall Llsall diall gl litall maags
Gl O e cdaliinl g Eabuadl Glelill o gaba w3 Sl Jsal) 530
418 aclg g S o) Al gsn saaall cyslaill s3a e daladll e 08 L)
() g S slimdlly dals

Lovie manall el Gya a3 A 51 Cpall o o Joal) 43l ¢ Laals Jsll S
Ay 2 Al 40V o0 DA (e 86l alasiad Gls Brane KB salall allall o Layil o5&
Mg e g ol lgale (sl dlpall Gikay Gn IS5 L

condl o Slay) ol Gplall aks AnlKa) Gle S Gl T el e el
Bada fooluey 2l aag ) dals Yy ccablY IS U8 e dalfial Bygpiag duig S|
GLEY) Jsall e cplia al Basiall aed) Bl e (£) Balall b ela Lo ) el i

O 1Y) Lae 88ay oy o pall 30 u.\;c)w Sl ol ol o Au)yn dic ilata eLuaJ)L ol axil (V)
L ol 3 G sall () Al s 8 a5 AT 3228 il ol 0 515 l) iy Lgnmns o J)sad) e 3 1)l
N AE9 alad Caia 80 Galall J5Y) ALY JS 555 ) e T 30l cﬁh;d\wulu#|
e ) o glall Alse (i) (5 sia 2ol B saadad 4] 5 Ao slaad) o all (laaall Jarall e e 3 aa) s
YVE a g?\‘ A D ¢ Y o ?.uaﬂ\é\.u\\.;
(2) Cordula Droege, conseillere juridiqgue au CICR.Pas de vide juridique dans le
cyberspace, CICR Comité international de la Croix-Rouge:
https://www.icrc.org/.../interviewl/.... cyber-warfare-interview-2011-0.
Lae Ciluagdl) JISET (e Tanaa USE Ll )l 5,58 s Lo Jsal) () ol Bldad) e didlia oullaY) Jladi
S ol daludl clel 3l 18 Sl 8 o a8l 8 t\)s g pie cals 8 elaall S je ads
anrs el aloall 22 Lalll Jio Al 2 cilaliiall ey Gle S 255 A5 SEYI Clangl) Sle (i)
Ay S Cilangd) aalal SIS 2580 I gal) o s o e U sl 5 S5 e Y1 sasiall <Y sl Jie J sl
Balall il ol Lewdi e g lall 8 3all Lple (oxiaall A1 all (8 A1 g3 (e A SN Cilana & A5 Ja B (V)
U g s Sy elimill 3 ) sl dlall 6 mlue (s e gl @) (IS ¢l gas 52niall aeY] 3lise (30 ©)
sl (s S eladll & i) e g liall Sl SAS) Al ol B e 05Sas celen Sl 52 ) 05
ioaliall o sagll dgal sal dplia 5 4y 5 e (0585 O o LSl Rl Gllal)
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(1) Lovan, M., Vittor, F., intervention militaire en Iraq et le droit international, La doctrine
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(5) Michael N. Schmitt, Tallinn Manual on the International Law Applicale to Cyber
Warfare...., Op.Cit, p.145.
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(1) International humanitarian law and the Advisory Opinion of the International Court of
Justice on the legality of the threat or use of nuclear weapons- p.1.
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to the 2008 Russian-Georgian Cyber Conflict, Loyola of Los Angeles International and
Comparative Law Review Law Reviews, 2010, p. 316.
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(5) Michael N. Schmitt, Tallinn Manual on the International Law Applicale to Cyber

Warfare.... Op.Cit, p.145.

(6)International humanitarian law and the Advisory Opinion of the International Court of
Justice on the legality of the threat or use of nuclear weapons, p.7.
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(1) LIEBER, Francis, Instructions for the Government of Armies of the United States in
the field, 1898, Article14, 15, 16.
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(4) Green, J., Cyber warfare: a multidisciplinary analysis, P. 37.
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